Running head: INDIVIDUAL REPORT
INDIVIDUAL REPORT									7







Individual Report
Name
Institution
Date









Individual Report
The onset of COVID-19 has brought profound changes in the business world, with the uncertainty of the global pandemic prompting changes witnessed in economic and geopolitical systems. Due to these uncertainties, and the shifts witnessed in the socio-demographic environments, organizations are increasingly adopting emerging technologies, to cope with these changes, resulting in a highly digitalized and interconnected cyber business world (Donthu and Gustafsson, 2020, p.284). For business organizations, resilience and connectivity through digital platforms will be the most effective ways of staying afloat through these uncertain times. 
Comparison between the Positive and Negative Aspects of Online and Offline Services and Products
In the current business environment, products and services are being offered through various platforms, including online platforms, which are based on secure data transfer technologies, and traditional platforms, constituting physical business premises (Askalidis, Kim, and Malthouse, 2017, p. 25). Both business transaction platforms have their associated positive and negative aspects of the sale of services and products. For online platforms, the services and products are associated with various positive and negative aspects. On the positive side, online goods and services can easily be accessed by the customers at any time of day and across the globe (Askalidis, Kim, and Malthouse, 2017, p. 26). Since online platforms do not operate under physical addresses, it is easier for the customers to access the products and services on these platforms at the time of their convenience. 
Another positive aspect of services and products sold online is that they can be cost-efficient, especially where the online retailer offers high discounts or where sale incorporates free transport or delivery as after-sales services. Thirdly, flexibility is also a positive aspect of services and products being sold online (Banerjee, Bhattacharyya, and Bose, 2017, p. 20). Generally, online services and products offer a high level of flexibility in the form of accessibility and delivery, contributing to customer satisfaction.
Alternatively, online services and products are usually associated with numerous negative aspects. The first and most common negative aspect is the association with a general lack of trustworthiness and fraud (Banerjee, Bhattacharyya, and Bose, 2017, p. 24). In selecting services and products online, most customers rely on the reviews of previous customers, to determine the effectiveness and efficiency of the product or service in question. However, in recent days, there have been incidences where the retailers manipulate these reviews to attract more customers, based on falsified information. 
Another negative aspect of online services and products is a general lack of human interaction in acquiring them (Banerjee, Bhattacharyya, and Bose, 2017, p. 19). Most online platforms are run by supercomputers and artificial intelligence software, programmed to attend to customer inquiries. Though these systems are generally efficient for the organization, they deny the customers the opportunity to form human interactions. Finally, another negative aspect of products and services being sold online is that the customer is denied the opportunity to touch and feel the products before purchase to ascertain the quality of the merchandise (Askalidis, Kim, and Malthouse, 2017, p. 23). In most cases, this leads to general dissatisfaction in the products once delivered.
Conversely, services, and products being sold offline can also be associated with numerous positive and negative aspects. One of the most significant positive aspects of offline services and products is their ability to provide the customer with an opportunity to establish personal connections with the products and the sales team (Sarkar and Das, 2017, p. 30). These relationships help the customers gather real-time and factual information about the services and products, thus contributing to higher customer satisfaction. Additionally, offline services and products have been known to increase customer confidence. Most shoppers prefer to touch and feel products, and where possible, try the products before committing through purchase, which is one of the outstanding aspects of offline products (Sarkar and Das, 2017, p. 33). Finally, the products and services being sold offline have been identified as providing omni channel customer experience, meaning that offline products and services offer touch points and seamless connective experiences, commonly known as the physical experience (Yang et al., 2020, p. 5). Through such interactions, the customer can obtain a glimpse of the utility obtained from the product.
On the flipside, services and products being sold offline are also associated with numerous negative aspects. The first negative aspect of services and products being sold offline is a limited clientele (Sarkar and Das, 2019, p. 29). Generally, goods and services being sold online have limited coverage, meaning only a few customers are aware of and have access to them, which may result in low sales. Additionally, services and products being sold offline are associated with additional costs and charges. These include the cost of transport and storage costs, which are often transferred by the retailer, to be incurred by the customer. Finally, products and services being sold offline have a higher probability of being obsolete due to the limited customer outreach base (Sarkar and Das, 2019, p. 28). Since the rate of sales, especially in the current modern world or during the current COVID-19 pandemic, is generally low for products and services being sold offline, they are more likely to become outdated. 
Challenges and Measures of Security and Privacy for Online Businesses
In most countries globally, surveillance has become a common feature conducted by government agencies. All internet undertakings, from web browsing to communication through mobile devices, are under scrutiny by various parties, including government agencies, hackers, and even spies, in search of information (Osborne, 2019, n.p.). Therefore, as individuals and companies increasingly go online in search of better opportunities, they not only gain access to bigger platforms to showcase their merchandise, but are also exposed to more security and privacy challenges that come with expansion into the online market (Tweneboah-Koduah, Skouby, and Tadayoni, 2017, p. 170). For most businesses and individuals, maintaining the privacy and protecting personal and sensitive data is paramount. Over the last couple of years, digital data has become a major driving force, credited for the achievement of significant commerce and technological developments (Reddy and Reddy, 2018). However, individuals and businesses face numerous security and privacy challenges about data as they go online. 
A common security challenge facing a majority of businesses in the modern world is ransom ware, which is a form of malware implanted by perpetrators like hackers who threaten to publish acquired company data or block the company from accessing it unless a ransom is paid (Reddy and Reddy, 2018). However, even after the payment is made, the cybercriminals may be relentless in releasing all information to the victim, to extort more money from them. Measures for responding to ransom ware attempts include isolation of the affected machines, changing credentials, including passwords, installing software designed to identify ransom ware attempts, and informing the authorities when the incident occurs (Osborne, 2019, n.p.). 
Another security challenge facing most businesses in the current digital world is phishing emails; one of the most common online security issues. In this challenge, cybercriminals obtain sensitive business information by sending emails to the targets, disguised as trustworthy business enterprises reaching out through electronic communication channels (Tweneboah-Koduah, Skouby, and Tadayoni, 2017, p. 174). Measures for dealing with phishing emails include generally avoiding clicking on links from unfamiliar sources and paying attention to URLs that seem to be off or suspicious. For privacy issues, the most common is spying and snooping. Many cybercriminals spy on the internet activity of businesses and individuals, collecting personal information to be used in unauthorized or illegal activities (Osborne, 2019, n.p.). 
Spying and snooping has become an issue of major consideration in the present times, following the discovery that computer webcams could be potentially hacked and used to record persons, without their knowledge (Tweneboah-Koduah, Skouby, and Tadayoni, 2017, p. 180). Most businesses and individuals are now taking active roles in dealing with this privacy challenge by adopting numerous measures to secure their systems. One of these measures is encrypting vital information and data as a protective approach to preventing access by any unauthorized parties (Osborne, 2019, n.p.). End-to-end encryption is the most commonly used encryption form that ensures information is passed only between the communicating parties. 
Video Conferencing
As COVID-19 spread throughout the world, governments put up stringent measures, including establishing travel restrictions and stay-at-home orders, to curb the spread of the disease. Though these measures effectively controlled the spread of the disease, they had adverse impacts on businesses, severely affecting business transactions. In response to measures such as keeping social distance and avoiding crowded places, businesses had to adopt innovative ways of ensuring continuity of operations (Tirosh, 2020). With individuals remaining at home, businesses adopted various tools, such as video conferencing, to enable the essential employees to continue undertaking business operations from home. Two of the most commonly used video conferencing tools are Zoom and WebEx (Tirosh, 2020). Generally, these two video conferencing tools have comparable traits based on various factors, including common features, method of application, and their sustainability. 
In terms of features included in the two video conferencing tools, both tools can support numerous modern-day features, including H.D. videos, that dictate the quality of pictures presented, screen sharing, and white boarding. Additionally, both of these video conferencing tools allow for the upload and sharing of multimedia files through the connections (Prall, Davis, and Jenkins, 2020, p. 2). However, despite these similarities, the two tools differ in terms of the quality of the videos. The quality of pictures presented by Zoom is generally higher compared to that of WebEx. Additionally, in terms of conferencing features, WebEx is popular for its ability to allow co-browsing and removal of attendees, which is not available in Zoom meetings. Finally, in terms of security features, both WebEx and Zoom provide high-tech security when conducting meetings, which is facilitated by encryption and user authentication features (Singh and Awasthi, 2020). 
When considering the application of the two video conferencing tools, the first issue is the setup. For both video conferencing tools, the application involves setting up the software, which can be installed in the P.C. or mobile device. Generally, both of these tools have easy-to-install setups that any individual can setup with ease (Singh and Awasthi, 2020). Another essential factor of consideration in the application of business software is their user-friendliness. Generally, Zoom is more user-friendly than WebEx, based on its ability to instantly join into online video conferences across all devices, compared to WebEx, which entails lengthy registration and check-in processes (Singh and Awasthi, 2020). Finally, the two tools differ in terms of the number of users that each can support in one meeting. The Cisco WebEx can host up to 1000 attendees, with the option of increasing the number to 3000 at additional costs (Prall, Davis, and Jenkins, 2020, p. 2). Alternatively, the Zoom meetings' attendance can scale up to 1000 attendees, with the webinar feature allowing up to 10,000 attendees.
Finally, considering the two video conferencing tools' sustainability, one factor to consider is the cost. Though most businesses consider flexibility, cost-effectiveness is also essential when settling on a sustainable tool (Singh and Awasthi, 2020). For a business account, Zoom offers relatively lower rates than WebEx, yet its features are unique and high quality. Finally, with regards to functionality, Zoom has a generally easier and straight-forward log in procedure, that does not require much information yet provides detailed information, including the group connectivity, to the user (Prall, Davis, and Jenkins, 2020, p. 2). 
Conclusion
In summation, the onset of COVID-19 has prompted businesses and individuals to explore the benefits of working online. However, though the sale of products and services online has numerous benefits, there also negative aspects (Banerjee, Bhattacharyya, and Bose, 2017, p. 19). Additionally, the shift to online platforms has put both individuals and businesses at risk of security and privacy challenges, prompting them to establish measures to protect their data from cybercriminals. Finally, with the measures put up to control the spread of COVID-19, businesses have been forced to adopt video conferencing tools to ensure business continuity, with the most commonly used tools being Zoom meeting and WebEx (Singh and Awasthi, 2020). Though they are commonly used, they have comparable features, revolving around the features, application, and sustainability of each. 
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